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My Thoughts on the Limits of Privacy Post 9/11 

 Privacy is one of the ultimate values of the human race and one of the fundamental civil 

liberties of life, it keeps us secure with our personal secrets and it protects us from the judgment 

of others in the outside world.  Cruelly, the leisure of privacy can never be truly enjoyed again 

ever since members of a terrorist faction infiltrated American borders, commandeered planes and 

killed thousands in cold blood.  In response to this international threat, the former Commander-

in-Chief saw fit to vandalize the citizens’ right to privacy by tapping phones and monitoring e-

mails, all in the name of ensuring national security.  Americans are still living underneath the 

shadow of that devastating day a decade ago, they trade in courtesy and convenience for the sake 

of safety and their speech is closely monitored in both verbal and written forms.  The laws of 

privacy are among the most sacred rules of American society; it is practically the basis of the 

Fourth Amendment and among many other regulations that protect the citizens from harm and 

exploitation.  Unfortunately, the aftermath of 9/11 and the reality that governments and 

corporations possess oversight of endless information on every citizen and consumer has 

changed this perception of privacy that is taken too much for granted.  The right to privacy and 

the common good must be put into a mutual balance in order to maintain a safe and secure 

society, even if it means compromises of people’s secrets and their activities that they do not 

want the government to know.  The ideology presented by authors Amitai Etzioni and Bill 

Tanzer, along with various sources of generational, political, regional and cultural differences 
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shall be summarized, analyzed, compared and contrasted in order to expand and emphasize this 

idea. 

Amitai Etzioni brings up valid points and fascinating ideas that address both sides over 

the issue of privacy.  He believes that privacy is often privileged over the common good and that 

the real threat towards it is not from the government but from private companies, dubbing them 

“privacy merchants”.  He proposes the following four criteria for fairly judging whether or not 

privacy concerns and the common good are out of balance.  First, steps to limit privacy will only 

be taken if it faces a well-documented and macroscopic threat to the common good, no 

hypothetical dangers included.  Second, see how society acts against this tangible and 

macroscopic danger without initially resorting to measures that might restrict privacy.  Third, 

impediments upon privacy must be done with little intrusion possible.  Finally, measures that 

treat the effects of needed privacy-impeding rules are to be preferred over simply ignoring them.  

With these four criteria at hand, he establishes an effective analytical system that is solely based 

on logic and rationality and that addresses the common good yet shields the privacy of 

individuals as much as possible.  Etzioni also addressed the issue of all citizens being required to 

carry ID cards, saying that even though an ID card system is a trait of a totalitarian government it 

does not mean that ID cards themselves will transform a democracy into one.  He explains this 

by saying, “Totalitarian governments do not creep up on the tails of measures such as ID cards; 

they arise in response to breakdowns in the social order, when basic human needs, such as public 

safety and work opportunities are grossly neglected.  When a society does not take steps to 

prevent major social ills and strengthen social order, an increasing number of citizens demand 

strong-armed authorities to restore law and order (Etzioni, p.127)”.  After addressing the privacy 

issues that revolve around the five areas of public policy, Etzioni drew upon the conclusion that 
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America needs a new conception of privacy.  He advances a communitarian conception based on 

the legal conception of the Fourth Amendment: “Balance can be achieved by redefining what is 

considered reasonable versus unreasonable under the Fourth Amendment” (Etzioni, p.207).  

Etzioni’s knowledge and wisdom brings a whole new perspective into the balance between the 

values of privacy and the common good. He ingenuously incorporates history, flaws with our 

current system and principles of other politically ideology in order to synthesize an idea that calls 

the need for a communitarian approach in order to fulfill society’s needs for public health and 

public safety.   

In Bill Tanzer’s book Click, he explores the browsing habits of Internet users, explaining 

the functions and success of social networks, deducing their wants and needs during certain 

times and assessing their behavior when searching for things from porn to proms to politics.  For 

example, he talks about the top ten searches that contained, “Barack Obama” in the whole month 

of December 2006.  At the bottom of the top ten was the search term, “Barack Obama Muslim” 

which soon became #5 of the top searches after a FOX news story aired about Obama attending a 

radical Muslim school.  From this, he explains “Gleaning insight from search-term data as we’ve 

done in politics also has distinct advantages in other areas, such a brand marketing, in which a 

brand’s strength can be measured by how often and in what ways Internet users search for it” 

(Tancer, p.36).  When addressing the issue of privacy he says that as a business, it is in their best 

interests to protect the privacy of end-users by having their ISP and opt-in data partners 

anonymize and aggregate any data sent to their system for analysis which means they cannot 

backtrack their data back to each Internet user (Tancer, p.8).  Through collecting, evaluating and 

cross-referencing the data of millions of web searches including news sites, prom dresses, 

dieting, celebrities, phobias and how-to’s he postulates the patterns of behavior of the Internet 
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users and applies how their searches influence and benefit the companies of which those searches 

apply to.  He also references the famous video of two Chinese guys lip-synching to a Backstreet 

Boys song and how people creating content in their own rooms with webcams and circulating it 

around the Internet is a new concept introduced to Web 2.0.  Tancer also answers that the reason 

why analysis of users’ collective Internet behavior is so important is because that it is about 

humans understanding themselves and how they are constantly adapting in an evolving world, 

concluding that “we are what we click” (Tancer, p.203).  Tanzer has an erudite comprehension of 

the culture of the Internet world, yet he looks underneath the proclivities of the users, the ISPs, 

and the advertisers with his unique form of “psychoanalysis” he fathoms the complex connection 

between all three groups and why it matters in life. 

The government possesses full control of the flow of information on the 

telecommunications networks, listening in to conversations and forming dossiers of citizens’ 

calls and online activity, all in the name of national security.  In response to the war on terror, 

former President George W. Bush gave authorization to the National Security Agency to wiretap 

phone calls across the nation without a warrant in order to “intercept the international 

communications of people with known links to al Qaeda and related terrorist organizations” 

(Arena, 2005).  Although there is no law that allows a president to authorize such practices, Bush 

explained his signing by saying that two of the 9/11 plane hijackers communicated with other Al 

Qaeda members overseas and that authorizing wiretapping will make it more likely that killers 

will be identified and located in time and that this authorization have helped detect and prevent 

possible attacks both domestically and abroad (Arena, 2005).  These arguments—while valid—

do not condone these furtive, unconstitutional and, if not, illegal methods of detecting terrorist 

activity.  In 2006, during the case of the American Civil Liberties Union (ACLU) against the 
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NSA, U.S. District Judge Anna Diggs Taylor ruled that the NSA’s wiretapping program was 

indeed unconstitutional and that this program, “violates the separation of powers doctrine, the 

Administrative Procedures Act, the First and Fourth amendments to the United States 

Constitution, the FISA and Title III” (CNN, 2006).  A year later, her ruling was overturned by 

the U.S. Court of Appeals Sixth District because the plaintiffs—namely the ACLU—failed to 

bring in evidence that they were being personally monitored by the NSA and thus, they held no 

legal standing to sue (Hopkins, 2007).  On the other hand, monitoring activity through phones 

and the Internet has indeed helped solve crime, for two murderers were captured after police 

managed to search through their cell phone records and their Google searches (Clemmitt, 2006).  

Former U.S. Attorney General Alberto R. Gonzales as well as 49 state attorneys general agree 

that access to computer searches is critical for law enforcement and that they push Congress to 

require ISPs to retain all data that may hold critical information on the identity and whereabouts 

of suspects.  Perhaps government searching of Internet and phone data is a valid and necessary 

act of power, for any and all attempted terrorist attacks on the U.S. following 9/11 have all been 

hindered.  Apparently, the extent of control of the government is based on the character of the 

officials and legislators after all and that the wicked are actually the hackers who have actually 

breached individuals’ privacies, and the companies who regulate the flow of information of 

every Internet user and phone caller on networks, all for the purpose of money. 

Hackers, Internet Service Providers and advertisers can do whatever they please with 

Internet users’ information for either their own egocentric benefits or for their own shameless 

pleasure.  Search engine providers hold a gold mine of search information by not just recording 

the terms searched but also the exact date, time and location of the computer that performed the 

search (Marshal, 2009).  Other methods of online tracking include advertisers and their agents 
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leaving cookies in users’ computers, Internet service providers and anyone who can tap into the 

flow of Internet traffic utilizing packet analysis to examine users’ unencrypted communication 

across the Internet, and a new practice called “behavioral targeting” which involves tracking 

users’ actions on specific websites and their trail across other sites, and then developing user 

profiles to target individual users with advertisements based on their profiles.  Not only does 

search information and online activity expose someone’s personal life, the computer itself can be 

a living video camera for the unwary user.  Computers, webcams and social networks are some 

the key tools of exposing people’s inside lives, showcasing whatever the victims keep secret for 

millions on the Internet to see and bringing unspeakable mortification upon them.  To name off a 

few cases, a Rutgers University student Tyler Clementi committed suicide after two schoolmates 

filmed him having sex and streamed the video live on Twitter, a Pennsylvania school district 

gave free MacBooks to students and allegedly used the built-in webcams to spy on them and at 

Duke University a student created a PowerPoint slideshow of her sexual exploits, listing the 

names, posting photographs and detailing every graphic act, and then e-mailing the narrative 

over to a few friends, which quickly became viral on the Internet and was published on a website 

called Deadspin (Rosen, 2010).  Although swift legal action was imposed, the damage was 

already done, now those victims—especially the late Tyler Clementi—could never show their 

faces again after having their identities exposed with their shame.  As Tanzer has confirmed 

many times in his book, advertisers and hackers are inveterately hungry for user information and 

Etzioni has already established the fact that they will do anything to harvest benefits no matter 

the cost to the user.   

The idea of the right to privacy being a human or social right has been one of the main 

principles of Enlightenment thinkers such as Locke and Hobbes.  Of course, the idea of the right 
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to privacy is a culturally-biased belief since it originated from Western philosophers and is not 

set as a universal belief.  It all started with the ancient Greek philosopher Aristotle, who believed 

that man cannot exist as a “private” individual and it must be a necessity for him to renounce his 

privacy and take a public life in order to exist as a member of the state.  Roman philosophers 

upon that belief, formulating their own idea that by renouncing privacy and “becoming a full 

citizen that shares all aspects of life with other citizens can a human being truly find fulfilment, 

happiness and, ultimately, humanity” (De Boni, 2002).  That view changed during the 

Renaissance when Machiavelli brought about the separation between private individuals and 

citizens after seeing that the State did not operate in the best interests of the individual, rather 

that the individual was simply an instrument for the ruler.  With that, Locke and Hobbes brought 

about the primacy of “private” individual rights which is guaranteed by a contract: “humankind 

is no longer seen as being fulfilled as part of a society; rather, society is seen as guarantor for 

those rights which enable humans to be humans” (De Boni, 2002).  Following that, other 

philosophers such as Rousseau, Hegel, Marxist philosophers and Kierkegaard built on this 

ideology by the Greeks, Romans, Locke and Hobbes to develop their own philosophy of the 

relations between man, citizens, privacy and the common good.  Hegel believed that rights in 

relations between individuals made sense, but then those rights must be renounced when in 

relations with the State because it is a “higher” reality in which citizens do not need to appeal 

themselves to rights.  Marxist philosophers built on Hegel’s philosophy and believed that an 

individual’s humanity can only be fully realized as a working member of society and that 

“bourgeois” rights (including privacy and property) hind humankind’s efforts from realizing its 

full potential.  However, existentialist philosophers such as Kierkegaard disagreed, believing that 

introspection, and in turn a sphere of privacy, as the only way to truth.  In reaction to all three 
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philosophies, Jacques Maritain believed that it is the common good, not individual rights, which 

forms the basis of the state; basically, the needs of the many outweigh the needs of the few.  The 

fact of the matter is that there are many different culturally-biased approaches to the issue of 

privacy and that the empiricist philosophy of Locke and Hobbes which Americans value so much 

cannot exist entirely through the world.     

The European world’s rules to the protection of privacy seem to hold more esteem than in 

America, earning more trust from their citizens.  In many parts of European countries, for 

example: companies cannot collect consumers’ personal information without their consent and 

consumers have the right to review their data and correct any inaccuracies, companies that 

process data must report their activities to the government, employers cannot access their 

employees’ e-mail, a data subject’s personal information cannot be shared by companies or 

across borders without their consent and checkout clerks are forbidden from asking for shoppers’ 

phone numbers (Sullivan, 2006).  Despite all this, there are some European laws that are contrary 

to the ideal private lifestyle that Americans crave, yet Europeans citizens go along with them 

anyway because they trust their government more than corporations.  For example, wiretapping 

in the Netherlands is 130 times more common in the U.S., and many Europeans carry an I.D. 

card as opposed to the Americans and in Germany, every citizen or long-term visitor must 

register their address to the police (Sullivan, 2006).  The reason why the difference in privacy 

between the U.S. and Europe is broad is because the European governments hold little trust in 

corporations while Americans focus their concern on the government invading their privacy.  

Some aspects of the Europeans’ laws that are relative to privacy are comparable to that of 

Eztioni’s ideas.  Both of them establish the notion that the governments themselves are not the 

true threat against citizens’ privacy, rather is the corporations who are responsible.  The 
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governments establish a mutual balance of power between themselves and corporations in regard 

to citizens’ privacy; they protect their citizens’ dignities from corporate power, but they do not 

limit their own power in order to protect their citizens. 

In China, privacy has never been one of its traditional values because it is considered a 

trait of withholding illicit secrets and selfish, conspiratorial behavior.  This comes to of no 

surprise, because since the Communist Party’s rise to power in 1949, the government’s control of 

delving into the personal lives of its citizens was almost limitless.  Everything including housing, 

employment, health care, food rations and travel were broadly overseen by bureaucrats.  Women 

of childbearing age even had their menstrual cycles monitored so they could not get—or 

remain—pregnant without the government’s permission (Economist, 2006).  Corporations such 

as Microsoft and Yahoo acceded to the demands of the Chinese government to close blogs of 

government critics and track down information leakers.  Chinese cities are even following 

Britain’s example of installing surveillance cameras on all of its main streets to snap photos of 

speeders.  Additionally, bosses have the ability to look at their employees’ activities on the 

computer and police officers must notify their superiors at times when they wed, divorce, travel 

abroad or buy a car or residence as part of an anti-corruption measure.  In China’s societal 

aspects, the value of privacy seems to be of no consequence, for public bathrooms are out in the 

open where people openly do their business in plain view of each other, in hospitals, patients’ 

treatments are usually performed in full view for everyone to see and in social interactions 

between fellow Chinese, they are unrestrained in telling each other details of their personal lives, 

such as their salary and their weight.  Even though consideration of privacy is gradually 

developing, China’s methods of protecting the privacy of their citizens are near to nonexistent 

and are, in fact, contrary to the balance of privacy and the common good established by Etzioni.  
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The Chinese government loosely follows the Marxist beliefs in order to maintain development 

into its prospective economic dominance, even if it means letting its citizens be exploited by 

marketers, intruded by intermeddling employers and watched ubiquitously by security cameras.   

 Through the comprehensive analysis of the ideology towards privacy by Amitai Etzioni, 

the evaluation of Internet traffic and activity and user behavior by Bill Tancer, knowing the full 

extent of wiretapping and data gathering of the government, acknowledging the abuse of power 

of ISPs, advertisers and hackers, what violations of Internet privacy can do to an individual, 

knowing the views toward privacy from the ideologies of age-old philosophers and the views of 

privacy from ancient cultures as well as modern-day Europe and China, it is confirmed that 

America must indeed reevaluate its concept of privacy.  Although the initial security measures 

imposed by the Patriot Act were understandable and has kept the country safe for ten years, there 

was no warrant for the use of wiretap, which breached the Fourth Amendment.  However, the 

government is only doing what it is purposed to do, which is to protect its citizens both inside 

and out.  If the citizens wish to be protected by their government, they must concede to any 

measures with the best intents—that is the fundamental basis of a nation.  In this day and age, 

corporations have garnered as much control as the government and possess the same amount of 

information on its citizens, if not, even more and pose a greater threat to the welfare of the 

people since there are no limits to their power unlike the government.  With new technology, 

agencies and corporations can easily create personal databases by linking people’s cell phone 

records with other data such as their credit card numbers, voting records and Internet search 

queries.  However, the true enemy that threatens the right to privacy is none other than the 

irrational emotion of fear itself.  Fear of having the right to privacy taken away as well as the 

fears of being attacked by terrorists, identities stolen by hackers, money harvested by 
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corporations and dignities raped by cyberbullies have created a virulent, smoggy air of paranoia 

and everyone is suffocating in it.  As long as this fear and paranoia of the citizens, the 

propaganda and innuendo of the elite, and the avarice of the corporations exist, privacy will only 

be a vague privilege, never a right.  
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